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Data Privacy in AI-Enhanced Learning 
Category: Artificial Intelligence in Education 
Data privacy in AI-enhanced learning concerns learners’ rights and reasonable expectations regarding 
how personal data are collected, inferred, combined, accessed, retained and shared. Educational AI may 
process coursework, interactions, identity information and behavioural traces, sometimes generating 
sensitive inferences beyond the original data and its explicitly stated purpose. 
Privacy is broader than security or a consent form. Institutions must establish a lawful and educationally 
justified purpose, limit processing to what is necessary and consider power imbalances that may make 
consent neither free nor meaningful (Pardo & Siemens, 2014). 

Privacy-by-Design Cycle 
1. Specify purpose: Define the educational need, lawful basis, authorised users and prohibited 

secondary uses. 
2. Minimise: Collect and retain only data necessary for the stated purpose and shortest justified 

period. 
3. Inform: Explain processing, automated inferences, sharing and rights in clear, accessible 

language. 
4. Protect: Use proportionate access controls, secure storage and careful procurement and vendor 

agreements. 
5. Review: Enable correction or objection, assess impact and delete data or discontinue uses when 

unjustified. 

Examples in Practice 
A lecturer should not paste identifiable student work into a public AI service without institutional 
authorisation. An approved system might use de-identified text for a defined feedback activity, prevent 
provider training, restrict access and delete the material according to a published retention schedule. 

Why It Matters 
Students may be unable to avoid institutional technologies, and data collected for support can later 
enable surveillance or classification. Privacy-aware practice protects autonomy and trust while ensuring 
that a claimed educational benefit does not silently expand into unrestricted data use (Ifenthaler & 
Schumacher, 2016). 
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